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How to retrieve your data

Com recuperar les teves dades (en Catala)

Your data acquired on any of the NMR Service spectrometers are available at all times and from
anywhere through our data server. To retrieve them, you will have to download and install the
program FileZilla, and configure it to connect to our server securely.

In order to preserve the privacy of the groups' research data, each research group and company has
a virtual account for its exclusive use, that allows it to access only its data folders on the SeRMN
spectrometers and computers.

The data server uses ProFTPD to manage the secure connection and transfer of data using the W]
protocol FTPS/FTPES. This data transfer protocol uses W TLS to encrypt communications between the
client and the server. This is the same encryption protocol that browsers use to access secure web
servers via HTTPS.

To access the data server you will need a W FTP client that allows TLS encrypted connections. We
recommend the program FileZilla although you can use others that support the FTPS/FTPES (FTP over
TLS) protocol.

The folders on the data server

When you log in, you will see several folders that link directly to data folders on currently available
spectrometers as well as former spectrometers. The name of the folder indicates which spectrometer
it corresponds to.

Current spectrometers

These folders correspond to the spectrometers currently installed in the service:

Folder name Current spectrometers
av-dpx-250-auto|Spectrometer Avance DPX 250 MHz, with sample changer.
av-neo-300 Spectrometer Avance Neo 300 MHz for self-service.
av3-400-sb Spectrometer Avancelll 400 MHz, with an HR-MAS accessory.
av-neo-400 Spectrometer Avance Neo 400 MHz for self-service.
av-neo-500 Spectrometer Avance Neo 500 MHz, with cryoprobe.
av3-600 Spectrometer Avancell+ 600 MHz, with sample changer.
biospec-7T Spectrometer BioSpec 70/30USR with an horizontal magnet.

Former spectrometers

These folders correspond to spectrometers previously installed in our facility that no longer exist:
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Folder name Former spectrometers
av-dpx-250-robot|Spectrometer Avance DPX-250 MHz, with sample changer.
av-dpx-360 Spectrometer Avance DPX-360 MHz for self-service.
av2-400-wb Spectrometer Avancell 400 MHz, wide-bore magnet, with CP/MAS accessory.
av-drx-500 Spectrometer Avance DRX-500 MHz, with cryoprobe and LC-DAD-(SPE)-NMR/MS.

You will probably never see all of these instruments, as each group only sees the spectrometers that
at least one member of the group has access to.

Each research group and company only has access to their data folders.

Thus, when acquiring spectra make sure you save the data in your group folder. If
you save it in the wrong folder, you will not be able to retrieve it through the data server.

Use only unaccented letters, numbers, and dashes (uppercase and lowercase)
for experiment names,

It is highly recommended that you only use:

e lowercase and uppercase letters without accents: a-z A-Z
e numbers: 0-9
e hyphens: - _

for experiment names, because other characters (accents, asterisk, quotes, parentheses,
etc.) could cause problems when retrieving your data.

Open the firewall of your institute or company

The FTPS/FTPES client and server communicate via ports 990 (FTPS) and 60000-65534 (IANA
Ephemeral ports), thus you will have to make sure they are not blocked by any firewalls.

In mid-2022 we changed the FTPS server port number from 21 to 990 in order to
use the official port number for this protocol:

Port 990 Details

Service: ftps

Details: FTPS Protocol, FTP over TLS/SSL (IANA official) uses ports 989 and 990.
https://www.speedquide.net/port.php?port=990

If you access our server from within the UAB, or from a research institute or company on campus that
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has its network integrated into the UAB network, you should have no problems connecting and
downloading your data.

Conversely, if you connect from an off-campus computer, and your institute or company has a firewall
to protect its network, you will have to ask the people responsible for the firewall to configure it so
that you can recover your data .

The configuration is very simple and does not entail an unacceptable security risk, the steps required
are :

e open outbound port 990 (FTPS) for the TCP protocol; and
e open inbound the range of ports 60000-65534 (IANA Ephemeral ports for FTPS) for the TCP
protocol to computers on your network

so that you can connect to our FTPS-TLS server via FTPS-Passive from inside the firewall.

If they want to further restrict open ports only to our IP address, tell them it's IP: 158.109.58.175
with hostname: sermn.uab.cat

Don't worry if you don't understand this technical information, it is meant for your firewall
administrators.

Access your data with FileZilla

The program we recommend to access
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At the time of writing these instructions, the most current version is 3.66.4, but since new versions
come out quite often, you will probably find a newer version to download and install. On the other
hand, it is highly recommended that you pay attention to the program when it informs you that there
is a new version and suggests that you download and install it. Doing so is only takes a moment, and
requires no software reconfiguration.
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Installation

On the website of the FileZilla program you will find complete, detailed and up-to-date installation
instructions on how to install FileZilla Client on MS-Windows, Mac OS X, and GNU/Linux.

You can download the program directly from the FileZilla website.

Detailed configuration

If you are not familiar with FileZilla configuration follow these detailed instructions. There we explain
step by step how to configure the program to access our data server, in addition, the multiple
screenshots will help you to successfully complete the configuration process.

Otherwise, use the quick setup instructions in the next section.

Quick setup

If you are familiar with FileZilla use these short instructions to set it up:

1. Go to Edit - Settings
1. In Transfers - File Types set the configuration to,
= Default transfer type: Binary
= Uncheck the options Treat files without extension... i Treat dotfiles as...
2. In Language
= Choose the interface language
3. Press O_k| to save the changes and to exit the Settings window.
2. Go to File -» Site Manager
1. Press New Site| to create a new site. Call it something like SeRMN-UAB Data Server.
2. In the General tab enter the following values:
= Host: sermn.uab.cat
= Port: 990
= Protocol: FTP - File Transfer Protocol
= Encryption: Require explicit FTP over TLS
3. Define the account type and access credentials,
= If this is a computer for exclusive use by members of the research group, set it up
with:
e Logon Type: Normal
e User: type the username of your group (ask your Group Leader or a
senior member)
* Password: optionally type the password of your group (ask your
Group Leader or a senior member for it)
= |f this is a computer shared with other groups or individuals, set
e Logon Type: Interactive, and
* let FileZilla to prompt you for the user name and password everytime that
someone wants to log in.
4. Press O_k| to save the configuration and to exit the Site Manager window.

Now you can try to connect to our data server:
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1. Select the site SeRMN-UAB Data Server (or the name you have entered) at File - Site Manager
1. If you have configured your account as Logon Type: Normal the program will only ask for
your group's password if you did not save it.
2. If you have configured your account as Interactive the program will only ask for your
group's username and password.

2. In both cases press the % button to start the connection.

3. If you have not yet accepted our server certificate, or if we have renewed it, the program will
show you the certificate data and ask you if you accept it. Press the O_k| button to accept the
certificate and continue with the connection.

4. If everything went well, you should now see the list of instruments that your research group has
access to.

You must ask the head of your research group or company for access
credentials.

&% . The SeRMN only provides the access credentials (*username* and *password*) to those
responsible at each research group or company, and the distribution of this information
within the research group or company is their responsibility.

Remember that each research group only has access to its data folders. When you
acquire spectra, make sure you save the data in your group folder. Otherwise you
won't be able to retrieve it over the network.

If you have any problems retrieving your data through the server, please contact the
service staff and we will try to resolve the issue.

Example of data transfer session

The following images show how to download data from the data server. The first thing you will have to
do is open the Site Manager, select the account where you have defined the connection to our data
server, and press the Connect| button to start a session,
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Site Manager

Select Entry:
L My Sites

e m

| mewsite ||

lhlewBool:aﬂark ] I

| peete ||

=Sc)
| General [Advan:ad | Transfer Settings | Charset
Host: sermin.uab.cat Bort:
Protocol:  |FTP - File Transfer Protocol -
Enayption: [Reqt.i'ee:q:icitFFF‘ over TLS v]
Logon Type: |Normal v |
User: —g—
Password: I TTITTITY] |
Account:
Comments: i
Rename ]
Copy ]
| Connect * | ok | [ canca |

If you have configured the connection parameters correctly, and if there are no problems with the
network, a screen will immediately open with the digital certificate that identifies our data server. To
continue you must accept it by pressing the O_K| button.

-

Unknown certificate

|

The server's certificate is unknown, Please carefully examine the certificate to
r I‘.\ make sure the server can be trusted.

Datais

Valid from: 12/02/2010

Valid to: 12/02/2011 - Certificate expired!
Senal number: 00:b4:8f:63:83: 5d4c: 6142

Public key algorithm: RSA with 1024 bits

Fngerpent (MDS):  71:e0:6b:b7:b4:78: 9¢:8b: b:b2:b6: 43:05:c5: 3c:6b

Fingerprint (SHA-1): c2:08: 15:00:84:53:6f 332 30 1: 2e:d6:75:84: F4:92: 2c:b 1:60
Subject of certificate Certificate issuer

Comnon name:  Sermn.uab.es Coffifmon name:  sefmn.uab.es
Organiration: UAB Organization: LaB

Uitz SeRMN Linit: SaftMN

Counfry: ES Country: ES

State or province: Catalunya State or province: Catalunya

Locality: Cerdanycda del Yalles Locality: Cerdanyola del Vabes
Secgion detals

Host: sermn.uab.cat:21

Cipher: AES-256-CBC

MAC: SHAL
Trust this certificate and carry on connecting?
kﬁl ways trust certificate in future sessions.

[M*Ifﬂd]

renewed annually.

The data server uses an official UAB certificate generated by GEANT Vereniging that is
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. Ifyou don't want to have to accept the certificate every time you connect, check the
option Always trust certificate in future sessions.

If the login username and password are already defined in the account (see above, Logon type set to
Normal) the FTP client will proceed directly to start a session. On the other hand, if you have defined
an interactive type account (see above, Logon type set to Interactive), the program will first ask for
your username and then your password before starting a session,

r ™
Enter username and passwu...g Enter password M
Please enter a username for this server: Please enter a password for this server:
Mame: SeRMM-UAE data server Host: sermn.uab.cat
Host:  sermn.uab.cat User: ——
User: | == Challenge:
331 Password required for = -
oK [ Cancel
h - — — i
Password: --------l
[ [0]4 g [ Cancel ]
e

In both cases the program will show you the commands it executes and the contents of the remote
folder on the data server,

file [t View Transfer Server Bookmado  Help
ENIE W SRR R AR
Host: Lot s ; Pasgword: Port: -T.
Rl £ mu-e mbus de segureiai
Flesporse: 200 Typesetto ]
s ommand: PEY
ST 137 Entering Passive Mode (153, 109,58, 175,249, 11 1)
Cnmmand: sLSD
FEsrorme 150 Openirng ASCI mods dats correchion for MUSD
I e e 226 Trardfer compiete
ot Dwectory ksiing sucressful
Sitios local: | C:\Users\guest Dovenlnads |, = | Siboremoto: |
& Downloasds - |-
Erborno de red
# fr Favontes
Irnpresares
P Links
Mendi Inicio —
Mombre de archirvo : Maomibre de srchive
= wvI50-aute
@  desktop.ini av-250-robot-ext
av-150-robot-nt
w360
av-500
av2-400-wh
av3-400-sk
. m I ||'
1 archivo. Tarmadio totak 282 bytes 14 derectones
Servidor/frchivo bocal Direcci.  Auchivo remato Tamadic Prioridad Estado
|| Archivos en cola | Transferercas falidas Transferencias satsfactonas

& . Colnvacia
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The figure above shows the FileZilla screen with default graphics settings,

e In panel 1 you can see the messages exchanged between the client and the server. In the
event of problems, this information can help us to identify the cause of the problem and to
resolve it.

e Panel 2 displays the local directory tree, and panel 3 shows the listing of folders and files
contained in the currently open local folder.

e Similarly, panel 4 shows the directory tree on the remote data server, and panel 5 shows the
list of folders and files contained in the currently open remote server folder.

e Finally, depending on the selected tab, in panel 6 you can check the status of the file transfer:
files in queue, files transferred, and errors in the file transfer.

The configuration of the graphical interface can be modified through the View menu.

To transfer data you must first choose the spectrometer or computer you want to access,

Sita laenl; | Co\kers G Dovrionds | w | Sba remaba: | fav-250-auls -
[ 11 & Dovnloads == L
|, Entormo de red -
+- [ Favaontes T av-250-ro 53 E
| [mipresores 1 av-250-robot-457
# Links T aw-360
L Mend Indcio - T av3-400-sb-453 =
Mombre de archive i Hombre de archive : =
L canpetes_grups.ods lu 2007
@ desktop.ini | 2008 E
s 2009
b 2010
I 2011
L. nmr =
Ll L} ] 4 m B
2 files. Total size: 26.371 bytes & dinectornies

inside each spectrometer folder you will find at least one folder named nmr containing the most
current data, although there may also be other folders corresponding to previous years.

To transfer the data of an experiment you must select the corresponding folder

4

St loal; | C='\Whsers\guestDovrloads \SeRMM datal S remote: | jav-250-sate e -

& Dovnlesds - T 007 -
| |, SeRMN dsta L]
| |. Embarne de red T 2009 B
| i [ Favamtes T 2010
: | Irnpresares T 1
| @ Links - CI Sl -
Mombre de archireo : Momibre de archivo : =

|. AVE-1-001p

' AVE-1-0021 (carkoni)

L. AVE-1-005aur

i 1] ] ¥ ] ]

|

|

L b AVE-1-005c
|

|

uDir\ﬂd-:!rinu vacia, Selected 4 directornies.

and, with the right mouse button, expand the menu and choose the option Download
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- I S ] - I
Nombre de archivo : -
|, AVB-1-001p 3

P AVE-1-001r

' AVE-1-0021 (carboni)

)i AVB-1-005¢ & Add files to !L

. AVB-1-005pur Wiew/Edit =
Gl [ mn : p

Selected 4 directories. = = ketcnl
Refresh

Tamafie Prioridad Estado Delste |
Rename
Copy URL(s) to clipboard |
File permissions...

(2 [
=4 =B Queue: empty e I

After the file transfer is complete, the data folders will appear in the panel corresponding to the local
folder on your computer.

[ 5eRAMN-ULB data
Ble Edt View Transfer Server Bookmarks Help

-I|== v B &® T AN

230-Tngues present que & flxers | cirpebes 560 sioessble &n modus
230-NOMESLECTURA, i gue bes sessions | acthitals s'ennegestren

230 -per motis de seguretat.

227 Enberirsg Pamsios Moda (153, 109,58, 175, 244, 182).

RETR U

150 Opening BINARY mode data connection for 1 (85538 bytes)

226 Trarefer complate

Fie transfer sucoessfl, ransfermed 65,536 bytes in 1 second

226 Traresfer complieie

File oy sucressfl, fransferred 65,536 bytes in 1 sacond

Sitio losal: | C=luserslguest\Downicads \SeRiN datal Sitig remato: | fav-250-autojer
=g Downloads R
. SeRMMN data 1 2-cichohecencna
Lo Ertorno de red 3 Ard-A3R
-y Favortes 1 AR08
L Irnpresares % aquest_finde_trobo_pas
i Links 7 AVE1-003c

=

| Mombre de archive Hombre de srchive
k.. . AVE-1-001p
4. ANE-1-001r . AVE-1-001r
. AVE-1-002 . BVE-1-002
L. AVB-1-0021{carbon) . AVE-1-00H (carbani)
) AVE-1-004p J AVE-1-00Mp
. AVE-1-005c
. AVE-1-0050ur

q Ed ]

d directories 1273 directornes

Senndor/lrchive local Dhrecei... T Tamare Priendad Estado

Alternatively, you can drag the selected folders to the panel where the local directory is
displayed, or you can even drag them to a Windows Explorer window or to the desktop.
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When you're done transferring data, just close FileZilla to disconnect from the data server and log out.

For more information on using FileZilla you can consult the program's help or the documentation
available on their website.
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